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1. Introduction: Five Overarching Insights from International
Experience

This paper on international experience in digital government explores five overarching
insights through an overview of trends in the evolution to open digital governance (ODG),
and a review of four case studies. Noting that South Africa is one focus of the dialogue and
Denmark is the other, both countries can contribute to and benefit from the ongoing
conversation on these overarching insights (which aggregate the many insights from the
case studies), because they raise common issues for attention that are pertinent to all
countries interested in strengthening ODG. Open digital governance can be explored from
two perspectives: (i) using digital technologies, applications and processes to promote
transparent and good governance, including open engagement and collaborative creation
between citizens and government; and (ii) setting the policy, the legal and regulatory
standards, and the institutional environment to achieve ODG. Both perspectives are included
in the set of five overarching insights, noting the particular interest of the Department of
Public Service and Administration (DPSA) and the Centre for Public Service Innovation
(CPSI) in ODG, as well as the critical role to be played by the Government Information
Technology Officers Council (GITOC) in achieving ODG.

Overarching Insight 1: A 21st century public service for 21st century citizens:
Mission, leadership, and positioning of institutions responsible for public service
innovation for open digital governance

Adopting and strengthening open governance requires a recognition that transparent and
collaborative governance contributes to good governance and democracy. In the 21st
century, citizens everywhere seek greater transparency from their governments, as a means
of achieving the social and economic empowerment of all citizens. Using digital applications,
governments can apply many layers of transparency and efficiency, in many aspects of
governmental action, from single window applications designed to address the requirements
of a segment of the population (traders), to education and health services and digital identity
applications to meet the needs of the population as a whole. This requires a strong mission,
in other words, a strongly embedded intention to achieve ODG no matter what obstacles and
challenges might arise. It also requires highly committed, corruption-free, digital leadership.

Overarching Insight 2: Shifting to “digital-first”: Digital applications and data-driven
public services for open digital governance

In all parts of the public service lie opportunities to introduce and exercise ODG. This
requires the adoption of a “digital-first” approach for the public service as a whole. Digital-
first means that the senior management of the public service must consider how digital
applications can render the main services offered by their departments and agencies open,
transparent and collaborative, in the interests of good governance and democracy. Digital-
first also means that, where departments have already digitised their main services, they
continually explore ways of strengthening openness, by enhancing service capability through
continual digital innovation. Even more important, digital-first means that open governance is
enabled by ensuring that citizens and residents of South Africa have access to all the
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required information about government decisions, decision-making and the value created
through public expenditure, in language and in formats that are easy to understand, and that
they can participate in decision-making. While many digital applications are relatively costly,
it is important to take note of the opportunities for low-cost, frugal innovation. Shifting to
digital-first requires a mindset and culture change for the DPSA, the CPSI and the GITOC,
and for the whole of government.

Overarching Insight 3: A 21st century public servant for a 21st century public service:
Human capability for open digital governance

A major focus for strengthening ODG must be the strengthening of human capabilities, in
terms of both understanding and advancing the rationale for openness, and understanding
and advancing the capability to envision, design and operate digitally-enabled public service
delivery, side by side with collaborative decision-making with citizens. The 21st century
public service can work in tandem with other available sources of human capability, such as
developers and start-ups in the tech hub and maker space ecosystem, augmenting the still
limited digital capabilities in government.

Overarching Insight 4: Making open governance possible: Legislation, regulatory
frameworks and standards for open digital governance

Open digital governance is only possible if the enabling legislative frameworks are enacted,
if the appropriate regulatory decisions are made, and if the required standards are adopted.
Many countries have adopted or are in the process of adopting legislation and regulations
that will encourage ODG and mitigate the risks associated therewith, one of which is the
European Union General Data Protection Regulation (GDPR). Organisations such as the
International Telecommunication Union (ITU), the Internet Society (ISOC), the Institute of
Electrical and Electronic Engineers (IEEE), the Wi-Fi Internet Governance Alliance and the
Groupe Speciale Mobile Association (GSMA) are major players in the design of standards
(GIP Digital Watch, no date) relevant to making ODG possible. At the national level,
countries need the capacity to follow the progress of standards adoption and to understand
the gaps in standards from the perspective of enabling ODG, particularly with respect to
open standards for data sharing. Noting that open standards can apply to infrastructure,
data, platforms and services, the DPSA, the CPSI and the GITOC could adopt the 5 core
principles for open standards development (https://open-stand.org/resources/infographics/).
Furthermore, the DPSA, the CPSI and the GITOC could build on existing standards for data
sharing, such as the many standards referenced in the guidebook by the Open Data Institute
(https://standards.theodi.org/introduction/what-are-open-standards-for-data/).

Overarching Insight 5: Public service innovation: Continually building a future
orientation for open digital governance

In order to strengthen ODG, the state of knowledge in the DPSA, the CPSI and the GITOC
must be extensive. This requires the creation of a few communities of knowledge and
practice (CoKPs), in particular with attention to “digital-first’, human capability and standards.
Furthermore, public service innovation must be designed as: (i) a platform; and (ii) a
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research laboratory, with a research team constantly engaged in setting the future-oriented
context required for public service innovation in general, and for ODG in particular.

In this paper on international experience relevant to ODG, the Aadhaar digital identity case
study, the China single window for cross-border trade case study, the Malaysia smart
schools case study and the Africa tech hubs case study offer a brief summative perspective,
as the foundation for presenting the five overarching insights. Below we offer a tabular
mapping of the case studies from international experience to the overarching insights.

A key idea emerging from the case studies, as relevant to the overarching insights, is that
the DPSA needs to shift its gaze beyond setting public service rules and standards to having
its major focus on public service innovation, including but not limited to ODG. It needs to set
the future-oriented frame for the civil service and its operations, which needs continual
resetting, as old challenges and new technologies present the opportunities for creating a
contemporary public service, or what many refer to as modernisation, and which we can also
refer to as innovation-oriented transformation. In so doing, the DPSA can make new rules
and set new standards relevant to the transformed civil service administration and
organisation. Even more important, it can shift from an overwhelmingly generic approach to
its mandate, to include specialised approaches, where the DPSA, the CPSI and the GITOC
engage with the specific nature of components of the public service and how they can each
be transformed and therefore contribute to transformation in economy and society. There will
be lessons that can be applied from one experience to another, where the DPSA is best
suited to share those lessons because it looks across the public service as a whole. Nearly
20 years after the establishment of the CPSI, it is time to integrate the work of the DPSA and
the work of the CPSiI, so that the historical CPSI mandate can merge with the historical
DPSA mandate and so that public service innovation can take centre stage. Like other
departments who have shifted their identity and expressed that through a name change (the
Department of Science and Innovation and the Department of Communications and Digital
Technologies), the DPSA could become the Department of Public Service and Innovation
(DPSI). Without a much more determined mission to create public service innovation, ODG
will not be possible.

2. Evolution Towards Open Digital Governance

Contemporary societal challenges such as the climate emergency, the development of
sustainable food systems, and the digital transformation of society, to name a few, are too
complex and contested to enable centralised policy and regulation by governments alone for
their resolution (Hajer & Wagenaar, 2003). Thus, governing arrangements that recognise the
contribution of many actors to addressing these challenges need to move beyond the
public—private divide in recognition of the limitations of traditional government by the state on
its own (Kooiman, 2003). The notion of governance has come to the fore over the past three
decades to signal the understanding that “sustained coordination and coherence among a
wide variety of actors with different purposes and objectives such as political actors and
institutions, corporate interests, civil society, and transnational organisations” are required to
address societal challenges (Pierre, 2000, pp. 3—4). The governance approach assumes that
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no single actor has the knowledge, information and resources to address complex and
dynamic societal challenges (Kooiman, 2003).

The governance approach, as an institutional configuration to address societal challenges,
cleared the path for the emergence of the ODG paradigm. Aided by the open data and open
government movements, the ODG paradigm seeks to engineer a shift from governing
arrangements and practice that are government-centric to ones that are citizen-centric. The
origins of the Open Data movement can be traced to a gathering of Internet activists and
thinkers in Sebastopol in December 2007, who proceeded to define the concept of open
public data and established the principles to evaluate such data (Chignard, 2013). This
approach to open data is premised on the notion that public data is a common property, and
the movement encourages the sharing and use of such data as a common good. Open Data
is a crucial catalyst towards Open Government, which is more accessible, responsive and
accountable, and recognises the long-term benefits of improving citizen—government
relations. The establishment of the Open Government Partnership (OGP) in 2011, working
towards transforming how government serves its citizens, was a key milestone in the
development of Open Government (https://www.opengovpartnership.org). Both Open Data
and Open Government have contributed to the development of the ODG paradigm, given the
focus on creating transparency, accountability and engagement.

A hallmark of the ODG paradigm is the degree and quality of the integration of citizens into
political and service delivery processes through digital technologies, and transparency,
participation and accountability are highly valued (OECD, 2016). As such, the paradigm
places strong emphasis on co-production through which citizens collaborate with
governmental institutions and entities to create public value (Meijer et al., 2019). In this
paradigm, the role of data takes on critical significance through the provision of data by
government to citizens and other actors (Kassen, 2022) to produce relevant information
around shared value to address societal challenges (Meijer et al., 2019).

The proliferation of digital technologies in society and the extent to which they influence,
shape and structure our everyday lives have significance implications for the way in which
societies are governed. The contours of change are observed in the near ubiquitous access
to the Internet (noting unequal access that nevertheless limits the extent to which large
segments of societies can participate in the Information Society) that facilitates the
emergence of networked and connected communities who are increasingly mobile and
produce large volumes of digitised data. While many contributing factors trace the outline of
these contours, the global character of contemporary society, its networked mode of
organisation, and the accelerating pace of change are important to highlight, given the
impact of these on governance and government.

Contemporary society is global in character; this would not have been possible without the
proliferation of digital technologies throughout society. Globalisation is manifested through
patterns of world-wide economic, financial, technological and ecological interdependence
that continue to intensify (Held et al., 1999). The network mode of organisation activated by
digital technologies has emerged as an integral feature of society, characterised by
properties such as flexibility (ability to reconfigure in response to changing environments),
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scalability (ability to expand and shrink with little disruption) and survivability (ability to
operate in a wide range of configurations) (Castells, 2013). These properties, in turn,
contribute to fragmentation and dispersion through high levels of connectivity and
heterarchical social structures (Van Dijk, 2005). Finally, contemporary society is
characterised by the accelerating pace of change (Rosa, 2013), linked to the speed of
innovation and acceleration as a core rationale in computing so that this “accelerative logic
flows into society” (Hassan, 2009, p. 159).

The administrative apparatus of bureaucratic government, the slow pace of policy and
regulation, and siloed approaches to delivering services are at odds with these factors
contributing to the qualitative changes emerging in society. Globalisation limits the extent to
which governments can exercise full authority over rulemaking in their jurisdictions as they
need to take account of international harmonisation and standardisation, for example in
accounting for and capturing the value from cross-border trade in data. The network mode of
organisation is increasingly becoming a feature of the way in which government is
organised, given the limits of bureaucratic organisation to adapt and respond to complex
challenges that span sectoral and service domains. The practice of policy and regulation is
constantly in a state of catch-up as governments struggle to keep pace with technological
innovation in society, such as in respect of regulating artificial intelligence (Al).

How do governments respond to the need for embedding ODG in ways that recognise the
critical role of a broad range of stakeholders and actors in addressing societal challenges,
while at the same time governing the processes of internal digital transformation that are
underway? In order to identify the opportunities and challenges available it is necessary to
briefly review the development of digital government over the past few decades.

3. Emergence of Digital Government

The mechanisms to deploy ODG approaches have their foundations in digital government,
since interactions between governments and their citizens are premised on the exchange of
information and data; therefore, digital technologies that facilitate data acquisition, storage,
processing and communication are core technologies for government (Van de Donk &
Snellen, 1999). Digital technologies are characterised by a fundamental duality in that they
simultaneously generate information that provides transparency to activities and produce
information that reflects back on their activities so that they render events, objects and
processes visible, marking the difference between “smart” and “dumb” (Zuboff, 2015). These
technologies are likened to the brain and nervous system since they can replace human
communication, thinking and calculation and are far more complex in their application, use
and effect (Fountain, 2001). Digital technologies support the internal management, public
management and regulation, and delivery of public services by enabling information
services, contact services, transaction services and data transfer services (Bekkers &
Homburg, 2005).

Digital government has evolved through successive stages, linked to the capabilities
afforded by digital technologies. Limited transformation change took place in the period from
1950 to the late 1990s (Dunleavy et al., 2006). This period first saw the introduction of
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mainframe computers with complex interfaces in the defence and science sectors, followed
by the cheaper, more powerful ones with less complex interfaces in the 1960s to centralise
large administrative operations around batch-processing locations. The 1960s also
witnessed the widespread use of computers for holding financial information which
contributed to greater systematisation and the improvement of government accounting
systems. Once these systems started being networked to remote terminals, computers
commenced penetrating a wider range of “front” office administrative settings, and only after
the development of relational databases with structured query capabilities did some changes
occur in how much was computerised and the way in which data was stored. Office
automation processes remained extensively adapted to and fitted in administrative
arrangements and pre-existing cultures of public sector agencies (Dunleavy et al., 2006).

Only after the advent of the Internet with its World Wide Web system of hyperlinks was
access to information and transactions across different departments and tiers of government
enabled. It represented a technological convergence of several different digital technologies
and media, including IT, telecommunications and broadcasting, which enabled digitisation,
integration and interactivity, and the emergence of digital government (Lips, 2020). It
provided a major opportunity to break down silos in government and deliver services in a
more integrated, citizen-centric and responsive manner by making use of integrated web
portals and facilitating the integration of services provided in different policy domains. Digital
technologies are a critical infrastructure that made possible the integration between the front
office and multiple, separated back offices in different government entities, contributing
towards the ongoing shift towards citizen-centric public service delivery (Lips, 2020). The
process evolved from a focus on technology in government to e-government and, at present,
to digital governance (Janowski, 2015). The concept of digital government, first coined by
the US National Science Foundation (Scholl, 2008), is defined as “the introduction,
application and use of digital technologies and data in government and its external
relationships (including citizens, businesses, civil society and international organizations)
and the democratic, governmental and managerial implications” (Lips, 2020, p. 9).

Digital-era changes have triggered several shifts that coalesce around three themes
(Dunleavy et al., 2006). The first is a process of reintegration that involves the increased use
of shared services and simplifying delivery chains and joined-up governance. The second is
holism that focuses on the re-organisation of services around the citizen, supported by data
warehousing, simplified and integrated processes, and the co-production of services. The
third is digitisation incorporating the concept of “digital by default” with fully online strategies
for delivery, combining automated processes and isocratic administration.

4. Digital Technologies for Data-led Digital Governance

The nature of the capabilities that emerge in digital government environments is influenced
by technological innovation and the types of technologies emerging. General purpose
technologies are typically interdependent, interconnected and mutually reinforcing, with
significant potential for disrupting the status quo (UN, 2018). The key characteristics of these
technologies are that they are pervasive (spreading to most sectors), continually improving,
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and innovation-spawning. Two key technologies that have a significant impact on
government’s data-enabled capabilities are briefly discussed below.

Artificial intelligence (Al) is founded on the notion that machines can be used to simulate
human intelligence by understanding how multiple facts interconnect to form knowledge that
can be represented in machine understandable form, including reasoning and learning
processes that enhance the knowledge of a system (Franceschetti, 2018). The growth in the
field is driven by the large volumes of data available, the diminishing cost of storage, and
faster data processing speeds. The capabilities afforded through Al are centred on improved
or augmented human decision-making and the design of solutions for complex problems. Al
is used in many different sectors of the public service, including healthcare, transportation,
predicting energy consumption, and monitoring pollution (OECD, 2019a). Some of the major
risks related to Al include privacy invasion and surveillance, algorithmic bias, lack of
transparency, adverse impacts on employment, and inequality (Franceschetti, 2018).

Big data refers to the process of examining very large data sets to uncover hidden patterns
and unknown correlations that are so complex that traditional data processing application
software is unable to deal with them (Engin & Treleaven, 2019). It concerns the volume of
data generated, the variety thereof, the velocity at which it is created, and the veracity and
value of the data. The drivers contributing to the development of the technologies supporting
big data include the increasing proliferation of smart devices, sensors and connected
networks that have boosted data generation, increased storage capacity and processing
speeds, and improvements in data analytics through data science. The capabilities
associated with big data include improved decision-support, analytical and predictive
capacity, and the surfacing of hidden patterns and relationship. Big data is increasingly
supporting a number of public sector domains, including smart city applications (Bibri, 2019),
policymaking (Giest, 2017), and patient behaviour monitoring (Chui et al., 2019). The key
concerns related to big data are linked to privacy, transparency and accountability, and data
governance and regulation.

5. Digital Government Drivers, Barriers and Enablers

A range of factors serve as drivers for the development of digital transformation, including
political and social, economic, and technological factors (Barcevicius, 2019). From a political
and social perspective, the proliferation of digital technologies in the private sector and
society more broadly exerts isomorphic pressures arising from efforts to keep up with digital
transformation in business, the demand for improved services from government, and calls
for increased transparency and participation in the political process. Economic factors refer
to the attainment of objectives related to the realisation of benefits such as internal
efficiency, effectiveness and rationalisation in government. Technological factors are those
that stimulate new demand and expectations for innovative public service delivery, such as
increasing capacity for connectivity and the processing, analysis and storage of data.

Technological, organisational and legal factors serve as constraints to the effective
development of digital government (Barcevicius, 2019). Aging and outdated IT infrastructure,
legacy systems and a lack of interoperability limit the pace at which digital government
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evolves. There is a high degree of risk associated with the introduction of large-scale
technology projects and the associated costs involved in the replacement of legacy systems
and new digital infrastructure, technologies, systems, datasets and applications (Lips, 2020).
On the organisational front, vertical and horizontal fragmentation present significant barriers
(BarceviCius, 2019). Addressing these constraints requires management of a wide range of
organisational and cultural changes in service relationships with citizens to provide new
digital government services in more citizen-centric and integrated ways (Lips, 2020).
Furthermore, new digital capabilities are required to address the integration and use of
rapidly evolving technologies (UN, 2020), and these new capabilities require the re-skilling
and up-skilling of public servants involved in digital government service provision (Lips,
2020). Privacy, data and cybersecurity concerns may also hinder digitalisation (BarceviCius,
2019), with laws and regulations made prior to the increased use of digital technologies
hindering its deployment (Lips, 2020).

Enablers must be oriented towards addressing these barriers by focusing on the
establishment of an appropriate and conducive policy, legal and regulatory regime; digital
capabilities and skills in the public sector; and an environment that fosters innovation in the
public sector (Dener et al., 2021). Strong and sustained political leadership and a
comprehensive plan for digital government with a clear vision that enables inter-
governmental coordination and collaboration are vital ingredients (Ingram & Dooley, 2021).
The use of digital technology in identification systems is regarded as a necessary condition
for digital government and a service relationship with citizens. The number of countries that
have introduced digital identification stands at 161 (Dener et al., 2021), reinforcing the need
for robust privacy and data protection and cybersecurity.

6. Digital Leadership through Policy, Strategy, Regulation and
Institutional Arrangements

While significant progress towards digital government has been made over the past decade,
several challenges remain, including (Dener et al., 2021):

(a) the growing concern by governments about cybersecurity and by people about
data privacy and protection; (b) the need to provide multiple channels for service
delivery so that citizens have a choice of service access, particularly those who do
not have adequate connectivity, devices, or literacy; and (c) limited government
financial and human resources for developing and implementing digital government
policies.

Effective policy, strategy and regulation are required to address these challenges.
6.1. Exercising Digital Leadership through Policy

Policy and its implementation are necessary to address societal problems and should lead to
the interventions aiming to solve identified challenges. Policymaking refers to the ongoing
process which recognises problems, formulates alternative courses of action, effects and
implements chosen policy interventions, and evaluates the outcomes thereof (Dunn, 2018).
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Digital technologies have also impacted the policy domain through the explosive growth in
data and computational power that have contributed to the development of new approaches,
concepts, instruments and methods needed to deal with societal problems. Developments
such as open data, computational methods of processing data, simulation and visualisation
are influencing the field of policymaking (Janssen et al., 2015). In the case of digital
government policy, policymaking refers to the tools used to promote system-wide digital
transformation through establishing the key enablers such as interoperability, digital identity,
shared services and data infrastructures as the foundations on which it is built (OECD,
2019b). It incorporates the hard and soft instruments that policymakers can leverage to
enable this change from strategy to implementation and delivery (OECD, 2021).

Based on the extensive work undertaken by the Organisation for Economic Cooperation and
Development (OECD), the focus of government policy should incorporate the attainment of
six dimensions (OECD, 2020). First, government policy should promote a “digital by design”
approach in which digital is considered mandatory and the mobilisation of new and existing
technologies is prioritised towards an omnichannel approach to service delivery. Second,
policy should enable a data-driven public sector that recognises data as a strategic asset
within the framework of a coherent and comprehensive data model and governance
arrangements that exploit the value of data while at the same time protecting the data rights
of citizens. Third, policy should facilitate the development of government as a platform
premised on the development of an ecosystem for the delivery of high-quality services at
scale. Fourth, policy should promote an “open by default” approach that ensures government
data and policymaking processes are available and open to stakeholders to engage with to
enable co-creation, cooperation and collaboration with different stakeholder groups. Fifth, it
is necessary to ensure a user-driven approach in terms of which citizens and their needs are
placed at the centre of policy and service design, development, delivery and monitoring.
Finally, governments should adopt a proactive approach in which the needs of citizens are
anticipated and responded to rapidly.

6.2. Exercising Digital Leadership through Strategy

Digital government strategy should provide a vision, with clearly defined goals and
milestones, taking into account how stakeholders and their activities are incorporated
(OECD, 2021). Two major approaches have been identified to setting strategy. Some
countries have established an autonomous digital government strategy, which is set out in a
single document, while others have opted for embedding their strategic priorities in different
documents related to the digital economy and society, or public sector reform strategies.
Either way, the digital government strategy should have strong linkages with other strategies
and must be backed by measures and mechanisms that ensure strong coherence and
effectiveness in the design and implementation of priorities.

Since 2015, 174 digital government entities have approved strategies with action plans to
support the digital transformation of the public sector (Dener et al., 2021). Strategies should
be clear on the problems to be addressed and the solutions proposed; indicate how
government will manage financing and resourcing projects, activities and services; provide
guidance on interoperability, network capability and institutional design; set out approaches
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to be adopted in the management of digital technology projects; provide a framework for
dealing with data; and indicate how citizens and stakeholders will be engaged (Sandoval-
Almazan et al., 2017). Strategy typologies that prioritise different areas of focus include
integration strategies focusing on the expansion of the range of digital services; network
strategies that prioritise cooperation for digital service provision; access strategies that
highlight the provision of access to citizens; and transformation strategies that concentrate
on leveraging digital technology for catalytic change in government (Wirtz & Daiser, 2015).
The implementation of the strategy requires a continual process of developing partnerships
and alliances to influence key stakeholders, creating awareness of available resources and
capabilities, drawing on support from the highest levels of government, establishing enabling
legal frameworks, and creating the institutional frameworks that provide continuity and
legitimacy (OECD, 2021).

The European Data Strategy (EC, 2020) recognises the central significance of data to digital
transformation as the basis for new products and services, productivity and efficiency gains,
and for enabling improved policymaking and upgrading of government services, and hopes
that the strategy will become a model for other nations to follow. The purpose of this strategy
is to create a single European data space in which fit-for-purpose legislation and governance
will provide the framework for ensuring the availability of data with investments in standards,
tools, and infrastructures and capabilities for data handling. The main pillars of the strategy
rely on cross-sectoral measures for data access and use; enablers that include investments
in data and capabilities for hosting, processing and using data; building competencies; and
creating a common European data space in strategic sectors in manufacturing, health,
financial services, energy, agriculture, public administration and skills.

6.3. Leading Open Digital Governance through Legislation and Regulation

The creation of large volumes of data arising from rapid technological innovation and the
speed at which it can be generated, accessed, analysed and shared in contemporary society
poses a host of legislative and regulatory challenges for government. The most significant of
these are privacy protection, data protection and cybersecurity. The extent to which data can
be used to improve the lives of people depends on the dissemination and exchange thereof,
which, in turn, requires trust in the systems, regulations and institutions that underpin the
security of data collection, processing and sharing (World Bank, 2021).

Three generations of digital rights relevant to digital government can be distinguished
(OECD, 2021). The first generation consists of the groups of fundamental and essential
rights such as personal data protection, cybersecurity and digital inclusion. The second
generation of digital rights arises from the rapid adoption of technologies and comprises
rights such as digital identity, transparency and open data. The third generation has
reference to digitally mature government environments in which rights are linked to
omnichannel and proactive service delivery, the ethical use of data and Al, and data
ownership and management.

Data policy and governance aid in compliance with regulatory and legal requirements
through data management and protection, information security, and the introduction of
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principles and guidance related to data interoperability, standards and quality (EC, 2020b).
The EU has made a proposal for a Data Act (EC, 2022) to ensure fairness in the allocation
of value from data among actors in the data economy and to foster access to and use of
data in a manner that is consistent with the rules for processing person data, including the
GDPR and the ePrivacy Regulation, currently the subject of legislative negotiation.

The protection of privacy, and the use of data protection as the instrument to do so, has
been given a significant boost with the landmark adoption of the GDPR in 2016, which took
effect in 2018. The GDPR is considered the gold standard for data protection in the world,
with many countries having modelled their legislation on this regulation (Kuner et al., 2020).
The regulation is based on OECD principles for the fair processing of personal data,
including transparency, data quality, accountability, and use and collection limitation
(Custers et al., 2019). The GDPR is regarded as a regulatory floor for a widening range of
policies in health, Al, transport, energy, competition and law enforcement, and has
established a new governance structure with independent national data protection
authorities as enforcers at its centre (EC, 2019). A critique of the GDPR is that it is focused
on achieving procedural fairness rather than substantive fairness (Custers et al., 2019).

Countering cyber threats that can undermine the cyber—physical systems that integrate
digital technologies and physical systems is a necessary condition for data governance,
privacy protection, and the maintenance of trust in digital transformation. New categories of
vulnerability arise with the integration of cyber—physical systems, including interception,
replacement or removal of information from communication channels through the capture
and disruption of computer systems or network operations. Cybersecurity incorporates data
security, cryptography, software and hardware security, network and systems security,
privacy, and other risks and issues. It comprises a body of knowledge about technology,
processes and practices related to computers, data sources and networks (Mdller, 2020).
The Network and Information Security (NIS) Directive is aimed at achieving a high level of
cybersecurity in Europe by establishing, among others, the NIS Cooperation Group and the
network of Computer Security Incident Response Teams (CSIRTS) with the purpose of the
exchange of information and cooperation related to measures and incidents (Negreiro,
2021). The implementation of risk management and reporting obligations for Operators of
Essential Services (OES) and Digital Service Producers (DSPs) is one of the three pillars of
the NIS Directive. Following the adoption of a new EU cybersecurity strategy (EC, 2020a), a
proposal was submitted for the implementation of a revised directive (NIS 2) to replace the
first one.

6.4. Standards and Interoperability as Central to Open Digital Governance

Standards are normative non-binding frameworks that provide common guidance on
implementation approaches for adopting digital technologies in support of digital government
(OECD, 2021). The existence of standards and interoperable systems is necessary to
enable the data flows in government (OECD, 2019b). Interoperability is enabled by four
layers (EC, 2017). It consists of legal interoperability, which refers to harmonised legal
frameworks, policies and strategies; organisational interoperability, which comprises the way
in which public administrations align business processes for mutually beneficial goals and
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information exchange; semantic interoperability, which refers to the vocabularies and
schemata to describe data exchanges providing the meaning of data elements and the
relationship between them; and technical interoperability, which covers the applications and
infrastructures linking systems and services.

A wide range of technical approaches to the implementation of interoperability across
systems is observed, noting that these approaches are influenced by a country’s context,
governance structures and public administration traditions (Toomere et al., 2022). Countries
such as the United Kingdom (UK) and Australia, for example, follow an application
programming interface-first (API-first) based approach. Norway has introduced state-of-the-
art systems, based on cloud, utilising a microservices-based architecture, while South Korea
has used a centralised method for hosting and exchanging data. There is an increasing
movement towards API-based interoperability systems which is likely to be accompanied by
a shift away from a centralised data exchange with decentralised data storage approach to a
decentralised data exchange approach (Toomere et al., 2022).

6.5. Design Features for Institutional Arrangements and Capabilities

Institutional arrangements describe the formal and informal ways of organising to govern and
coordinate the implementation of digital government strategies and service transformation.
These working arrangements influence government’s agility, innovativeness and
responsiveness to changes internally and externally. The most mature and advanced
institutional arrangements are those in which an organisation in charge is at the centre of
government, often in the prime minister’s office or through a line ministry, and can itself
either be a public sector agency, unit, office or directorate (OECD, 2021).

Notably, from 2011 onwards, an increasing number of governments have introduced
specialised Digital Government Units (DGUSs), as an example of policy transfer from
countries such as the United States, Australia, Canada and the UK (Clark, 2020). These are
dedicated in-house units of digital expertise operating at the centre of government that have
adopted agile, user-centric approaches and rely on open standards and platform-based
approaches. These teams are often led by private sector executives that bring new
capabilities, skills and expertise (Mergel, 2019). Dedicated central government units have
been established among 63 government entities, with 42 institutions connected to either the
president’s office, the prime minister’s office or the ministry of information and
communication technology (ICT) (Dener et al., 2021). These institutions are empowered to
lead, initiate, design, allocate, implement and coordinate digital government policies and
projects (OECD, 2021).

A central feature of a holistic approach to digital government development is the alignment of
institutions, organisations, people, technology and data to bring about the intended change
(UN, 2020). Digital skills and expertise are core factors in the advancement of digital
government and to render coordination functions, advisory responsibility and in enabling
decision-making (OECD, 2021). One hundred and forty-five countries have appointed a
Chief Information Officer (CIO) or equivalent and several countries have appointed a
network of CIO focal points within strategic institutions (UN, 2020). This role is deemed to be
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the highest-ranking administrative officer responsible for overseeing public sector digital
transformation and the implementation of digital technology projects (OECD, 2021).

7. Case Synopsis

The rationale for selecting these case studies is that they highlight a few of the issues that
should be considered when government transitions to ODG, particularly as this relates to
transparent, accountable and responsive engagement with citizens. Aadhaar demonstrates
the significance of digital identity systems in socio-economic inclusion; the Customs Single
Window case focuses on the role of platforms in mediating economic interactions among a
diversity of stakeholders; the Smart School example illustrates the importance of building
skills and capacities for young people and the parent community to engage in governance;
and the Tech Hub and Maker Spaces case highlights the role that civil society organisations
play in supporting applications and systems development through frugal innovation.
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Figure 7.1 Case synopsis relevant to open digital governance
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Tech Hubs and Maker
Spaces, Africa
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« Significance of identity as
the basis for citizen social
and economic inclusion

e Role of platforms in
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¢ Importance of building the
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applications and systems
development through
frugal innovation
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mega-projects

e Mission orientation and
effective leadership in
multi-stakeholder
contexts through
legislation, regulation and
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strong future orientation
to build a 21st century
economy and society
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o Interoperability through
open scale-out
architecture
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and public sector
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¢ Mix of digital skills and
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Harnessing the skills of
technopreneurs

Policy and regulation

e The risks associated with
a “build first, legislate
later” approach

e The role of regtech and
suptech in regulation

e Policy and regulation
mitigate risk of harmful
content and cyberbullying

Policy to enable explicit
engagement and
transactions capability
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Implementation ideas

e Re-examine the concept
of identity in digital
service delivery

e Opportunities for
platform-based
governance

e Learners and parents as
significant stakeholders in
ODG

Development of open
governance applications

Each of the case studies presents a specific insight of relevance to South Africa. These
insights are framed as overarching insights. The case of Aadhaar illustrates the coalescing
of all stakeholders around a strong mission with political support for a challenging mega-
project. The Customs Single Window case demonstrates the need for effective leadership in
a multi-stakeholder context, supported by appropriate legal frameworks. The Smart School
case demonstrates the orientation towards the future with the goal of being a 21st century
innovation-based economy and society, and the Tech Hubs and Maker Spaces case notes
the importance of finding ways to augment the capacity of the public service.

The digital innovations highlighted in the case studies include achieving interoperability
through open scale-out architecture in the case of Aadhaar, the use of distributed ledge
technology (DLT) to support inter-agency information sharing and cross-border information

exchange in the case of the Customs Single Window, the use of low-cost media and

dynamic software applications in the Smart School case, and the role of entrepreneurship
oriented towards problem-solving in developing applications, platforms and solutions in the
Tech Hubs and Maker Spaces case.
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The cases highlight the importance of a mix of tech industry skills together with public sector
knowledge, technical engineering and collaboration skills, digital and 21st century skills, and
leveraging the skills of technopreneurs.

On the policy and regulatory front, the cases highlighted the risks associated with a “build
first, legislate later” approach (Aadhaar), the potential role for regulatory and supervisory
technologies in regulation (Customs Single Window), the importance of mitigating risks
associated with harmful content and cyberbullying among young people (Smart Schools),
and the need for policies that explicitly support transactions with Tech Hubs and Maker
Spaces.

Finally, the cases noted several implementation ideas relevant to South Africa. Since identity
is essential for service delivery relationships between citizens and government, it is
important to re-examine what identity means and how it is operationalised in a digital
context, as shown in the Aadhaar case study. The Customs Single Window case study
highlighted the potential of platform-based governance, while the Smart Schools case noted
the importance of learners and parents in ODG in the education environment. The Tech Hub
and Maker Spaces case emphasised the potential role for these types of institutions in the
development of open governance applications.

8. Case 1: Creating Digital Identity for All — Aadhaar, India

8.1. Relevance to South Africa

Open digital governance requires attention to technological changes that undergird and
shape the expression of citizen—government relations, and the potential for shifting power
relations that this may entail. Identity, as the basis for an individual’s ability to interact with
government, is essential in this regard. The identity of a person forms the basis for the
recognition and establishment of credentials through which they can assert their rights and
discharge their duties in contemporary society (World Bank, 2019). Identity is the foundation
of citizen—government relations and serves as the basis for citizen access to services (Lips,
2010). The widespread proliferation of digital technologies throughout society and in
government has also influenced approaches to the management of identity by government.
The use of digital technologies in identity management has contributed to the emergence of
digital identity, which refers to the set of digital data representing a person (Laurent et al.,
2015) and is composed of information that is stored and transmitted in digital form (Sullivan,
2013).

The digital identification system established in India through the Aadhaar programme is the
largest such undertaking in the world with 1.2 billion unique numbers, covering about 95% of
the country’s population (Gelb & Mukherjee, 2019), amounting to 16% of the world’s
population (Misra, 2019). This scale of enrolment was achieved over a period of ten years
(Rao & Nair, 2019). The need for the establishment of a national identification system has its
motivation in efforts to support inclusion and improved public service delivery, including
through reducing fraud and corruption (Sen, 2019).
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The establishment of the Unique Identification Authority of India (UIDAI) under the Ministry of
Electronics and Information Technology in January 2009 with the mandate to create unique
identities for all Indian residents was a key milestone in the rollout of the programme (Anand,
2021). Prior to the establishment of the programme, various identity documents (IDs)
existed, such as the electoral identity card, the income tax PAN card, and the ration card, but
these were limited in their coverage and unable to serve the entire population, with each
created to serve a specific purpose requiring different sets of documents and verification
processes (Sen, 2019). Under Aadhaar, a 12-digit unique identity number (UID) is issued to
every resident by the UIDAI and is linked to their demographic information (name, address,
date of birth and gender) and their biometric information (photograph, ten fingerprints and
two iris scans), which is stored on a Central Identities Data Repository (CIDR) (Sen, 2019).
Aadhaar is not a card; rather, the proof of identity is the number itself, which can be verified
by any authorised body so that no physical identity proof is required (Misra, 2019).

8.2. Insights for South Africa

The Aadhaar number enables the bearer to engage in multiple transactions, rather than
have multiple cards or forms of identification for each transaction. The overarching insights
from the Aadhaar programme are the incredibly strong mission orientation to achieve
success on a digital innovation mega-project, the significant digital capability unleashed with
respect to the project, the digital leadership exercised and the capacity established for
success, and the need for enabling policy and regulation upfront. Where these features are
in place, the chances of success are increased. The weaknesses, risks and concerns
expressed in the discussion on this case study will require understanding and attention,
noting that innovation often brings inherent risks and requires risk mitigation measures.
Related insights include an appropriate level of digital leadership and a platform design
enabling value-added services and products. As a digital project in operation for more than
ten years from inception, there is much to study, learn and understand in terms of strengths
and weaknesses.

8.3. Digital Innovation and Technologies

One of the key design features of Aadhaar is the de-linking of the question of identity from
that of a person’s nationality so that all residents can be enrolled (Sen, 2019). This means
that an applicant does not have to prove Indian citizenship when enrolled in the programme.
Applicants must provide proof of residence for at least 182 days in the previous year since
proving nationality could cause significant delay and exclusion. This approach can be
described as an “identity-first” approach since it merely establishes identity that incorporates
a minimal data collection process which makes the rapid scaling up of enrolment possible
(Sen, 2019).

The system offers extensive interoperability as a universal identity gateway for all an
individual’s interactions with a diversity of state and private bodies (Rao & Nair, 2019). The
system is designed as a digital platform with an hour-glass architecture (Singh, 2019). This
design incorporates a simple and easy-to-use solution comprising the Aadhaar unique
number for every individual and authentication services linked to this number as the waist,
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while enabling innovation above and below. Importantly, UIDAI opted for an open scale-out
architecture, rather than a scale-up design that relies on specific technologies from one
vendor. The open scale-out architecture relies on standard off-the-shelf hardware from
multiple vendors to avoid lock-in and the use of open-source technologies, unless there is no
other option. The development of the system focused on controlling the software, digital
spine and certification, and incentivised the ecosystem to provide IT products and services
through the creation of a government-oriented market.

Enrolment is undertaken by registrars and enrolment agencies, enabling individuals to apply
at enrolment centres where the required demographic and biometric information is provided
(Misra, 2019). Registrars are UIDAI partners who usually outsource enrolment to UIDAI-
certified agencies with enrolment centres or mobile camps (Sen, 2019). The information is
then encrypted and transferred to the CIDR, through a Secure File Transfer Protocol where
connectivity is available, or it is transferred on portable hard disks by post where the
infrastructure poses challenges. The incoming data is checked for duplicates at the CIDR
through a process of deduplication, after which a 12-digit Aadhaar number is randomly
generated (Misra, 2019). An authorised body can cross-check an individual’s identity at any
time or place using different methods, including service delivery agencies using the Aadhaar
authentication system for matching the number and the individual’s demographic attributes;
a one-time-password delivered to the individual’'s mobile number or email address; or using
the biometrics, either iris or fingerprint (Misra, 2019).

Aadhaar has had a significant influence on inclusion, particularly financial inclusion and
communication, linked to the opening of bank accounts and mobile phone subscriptions.
People can use Aadhaar as a means of identification to open bank accounts. It enables
banks and customers to fulfil know-your-customer (KYC) requirements (Gelb & Mukherjee,
2019) and has, together with schemes like the Prime Minister’'s People’s Bank scheme,
contributed to 80% of Indians holding bank accounts by April 2018 (Misra, 2019). Mobile
phone subscriptions have increased from 17 per 100 inhabitants to 85 in 2016, approaching
universal access, including a growing share of smartphones and Internet-enabled devices
(Gelb & Mukherjee, 2019). The implementation of the Aadhaar Enabled Payment System
(AEPS) encourages digital payment across banks with the rollout of the United Payment
Interface enabling instant payments and money transfers between banks using the Aadhaar
number linked to the bank account (Misra, 2019). A digital locker that serves as an online
repository of documents that can be shared by individuals has been rolled out by the
government; this digital locker links the Aadhaar number to the repository containing, for
example, health records, drivers’ licences and college mark sheets (Misra, 2019). Multiple
schemes incorporating the public distribution of goods and government services make use of
the Aadhaar authentication. The programme cost is one of the lowest in the world, with
US$1.16 per enrolment made possible by a number of factors, including the absence of a
smart card (Sen, 2019). Notwithstanding the aforementioned achievements, concerns have
been growing about the forms of surveillance enabled by Aadhaar as an example of a socio-
technical arrangement and how this might shape power relations between the citizen and the
state (Henne, 2019).
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8.4. Digital Skills and Capabilities

A mix of people from the public and private sectors were brought on board to implement the
project, ensuring a balance of people with knowledge of the government ecosystem and
technical expertise related to technological innovation (Misra, 2019). In addition to the
founder, Nandan Nilekani, who started the technology company Infosys, others from India’s
technology sector included Pramod Varma as chief architect from Infosys; Viral Shah, co-
inventor of the Julia programming language; Shankar Maruwada, CEO of Marketics; and
Sanjay Swamy, CEO of mCheck. The negotiated status of Nilekani as that of a cabinet
minister provided the impetus for him to drive an expedited agenda and hire private sector
staff (Anand, 2021). The Aadhaar team was kept between 200 and 300, with much of the
work outsourced and support obtained from other government departments. The UIDAI
entered into Memorandums of Understanding (MoUs) with registrars, government
departments and private organisations to establish the implementation infrastructure that
made such a large-scale process possible (Rao & Nair, 2019).

8.5. Policy and Regulatory Issues

India’s approach to the implementation of Aadhaar has been described as “build first and
legislate later”, with proponents arguing that it was the only way to move forward in the
country (Gelb & Mukherjee, 2019). The UIDAI was established through executive order,
rather than enabling legislation. Aadhaar was implemented in the absence of a framework
for data protection and privacy regulation (Sen, 2019). A consultation paper on a Legal
Framework for Data Protection and Security and Privacy Norms was issued in July 2010 and
argued for a law beyond the mandate of Aadhaar covering e-governance issues and data
sharing and privacy from third parties (Misra, 2019). The project continued without legislative
foundations until the adoption of the Aadhaar (Targeted Delivery of Financial and Other
Subsidies, Benefits, and Services) Act, 2016 (Aadhaar Act) in March 2016 and its publication
in the Gazette of India in July and September 2016 (Bhandari & Sane, 2019). Since the
passing of the Aadhaar Act, several regulations have been issued by the UIDAI related to
regulating different aspects of the programme, including the process of enrolment; the
generation of Aadhaar numbers and their delivery to residents; the updating of information;
the appointment of registrars and enrolling agencies; the omission and deactivation of
Aadhaar numbers; grievance redressal; the different modes of authentication; the
specification of an information security policy that emphasises confidentiality, prescribes the
security obligations of service providers and personnel, and provides for audit and
inspection; and how identity information associated with the Aadhaar number holder can be
shared with third parties (Bhandari & Sane, 2019). In a critical assessment of the legislative
framework, Bhandari and Sane (2019) identified several weaknesses, including the
delegation of policy matters and essential legislative functions to the UIDAI with wide
discretion, the potential conflicts of interest arising from the UIDAI's dual role as
administrator and regulator, the failure to provide specifics for grievance redress, and the
uncertainty related to remedial measures.
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8.6. Practical Ideas for South Africa

South Africa needs to re-examine the idea of identity, and express more clearly, in policy
terms and in practice, how it understands identity. This is a conceptual issue where digital
identity is quite different from analogue identity; it has little to do with a digitised card, and
more to do with how a person establishes their identity for the purposes of living, acting and
transacting in the world.

9. Case 2: Creating Enabling Platforms — The Digital Single Window for
Cross-border Trade, China

9.1. Rationale

Open digital governance can be made possible through the design and operation of digital
platforms, on a small scale or on a large scale. Platforms enable multiple government
departments and citizens and residents to interact with each other, with ease and
convenience, and with openness and transparency. One example of an area in which ODG
can be of significant economic benefit to South Africa and South Africans is cross-border
trade. See, for example, the discussion on the AU-NEPAD blog with respect to the benefits
for women traders (https://www.nepad.org/blog/harnessing-emerging-technologies-enhance-
cross-border-trade-systems-women-africa). We note that this is an exemplar case and that
platforms can be designed as applicable to many digital governance contexts.

With respect to this case study, the digital single window is a platform that enables many
entities to share information and data, and to enhance the efficiency of cross-border trade,
noting that South Africa’s global trade was estimated at ZARS3,2 trillion in 2021, of which 43%
was imports and 57% was exports (tralac, 2021). This case study is relevant to the role of
the DPSA, the CPSI and the GITOC in building ODG, because it illustrates how government
platforms can benefit economic players, including small and micro-enterprises and large
businesses. It offers a demonstration of the insight that the DPSA needs to shift its gaze
beyond rules, to mainstreaming innovation in public service delivery through the use of
platforms. The DPSA can also engage in fostering or facilitating an appropriate rule-based
environment for the new innovative solutions, such as platforms. The digital single window
for cross-border trade is just one context in which such a platform can be used. Another area
for a single window application would be local government services, as part of smart city
development, where ODG is necessary. The case study is therefore an exemplar of cross-
governmental collaboration, a necessary dimension of ODG. It is also an exemplar of
government-—trader collaboration, noting that platforms can also be designed for
government—citizen interaction.

9.2. Insights for South African Open Digital Governance

The overarching insights relevant to the South African public service are the following.

A 21st century public service requires mission, leadership and positioning: The case of
China is interesting because it uses the digital single window to enhance trade with many
countries in Asia and globally. This offers useful insights for South Africa with respect to
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enhancing its trade with other African countries and globally. This is particularly important,
given the commencement of the African Continental Free Trade Area (AfCFTA) in 2022, an
as yet untested arrangement, which will require all African countries to employ innovative
means for effective trade facilitation, revenue collection and cross-border security, including
the digital transformation of customs administration. The open governance component of this
endeavour relates to the need for extensive information to be made available to traders,
particularly small, medium, young and women (SMYW) traders, who seek to engage in trade
in the SADC region and on the continent, while traders can also express their needs and
requirements. As South Africa is already engaged in the establishment of a digital single
window as part of its customs modernisation programme, led by the South African Revenue
Service (SARS), the DPSA, the CPSI and the GITOC can learn from the China/SARS
experience, envisioning the design of platforms for public service innovation and ODG in
other spheres of responsibility.

Digital skills and capabilities: Building platforms for public service innovation and ODG
presents the opportunity for learning while innovating, and shared learning. Where the
DPSA, the CPSI or the GITOC identifies an opportunity for creating a public service platform,
it may consider that there are limited digital skills and capabilities in government to create
such a platform. Typically, platforms will be designed by tech companies or tech start-ups,
but the everyday operation of these platforms, including data analytics, would ideally be
done by data analysts employed as public servants and those public servants who have
domain-specific knowledge. This presents an opportunity for public servants to learn new
skills and adaptiveness.

Legislation, regulatory frameworks and standards: The DPSA is responsible for the
organisation and administration of the civil service, including standards-setting for the public
service. Historically it has focused on quality of service standards, human resource-related
standards, and public service ICT standards. While standards-setting will remain important,
the DPSA must lift its gaze to consider other important public service standards, such as
standards for efficiency, standards for good governance, standards that would facilitate
innovation, and standards for open governance. Open governance is a component part of
good governance and can be enabled by the design of digital platforms, noting that a shift to
digital government is also a shift to creating forms of “government as a platform”. Building
open governance, as a component of platform government, will require standards-setting.

9.3. Digital Innovation and Technologies: Overview of the Single Window
Application

The digital single window is a recommendation of the United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT), aimed at creating more efficient trade
and more efficient trade analytics (see UNECE Recommendation 33 and the explanatory
diagram from the UN Trade Facilitation Implementation Guide website at Figure 9.1 below).
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Figure 9.1 Transitioning to a digital single window
(UNECE Recommendation 33)
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China’s single window model enables access to its platform for its own government
agencies, the government agencies of trading partners, and foreign traders. Figure 9.2
below illustrates the structure of China’s single window, a platform on which the many
agencies responsible for trade, both Chinese agencies and those of China’s trading
partners, participate in border management and customs administration.

Figure 9.2: China’s single window
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The single window enables inter-agency information sharing, port law enforcement and other
basic services required for cross-border e-commerce, cross-border information exchange
and data analytics services, with all agencies acting collaboratively. Twenty-five ministries
and commissions, including cross-border regulatory agencies (CBRAS), participated in the
design and implementation of the single window. Tasks included the design of business

21



International Dialogue on Strengthening Open Digital Governance in South Africa:
Report on the International Experience in Open Digital Governance

norms, technical frameworks, specifications and standards to coordinate the functions of the
China Single Window (World Customs Organisation, 2019).

The China Single Window offers a model to support the trade integration objectives of
African countries, at the sub-regional level of SADC or SACU, and at the continental level
through the AfCFTA. SARS is already working on the design and implementation of the
single window for South African trade and customs modernisation. These efforts are
complemented by a broader digital transition on the African continent, including the digital
transformation of the trade finance systems, noting significant evolution in Africa’s payments
platforms and gateways (see Figure 9.3 below).

Figure 9.3 Platformisation for the cross-border trade and e-commerce environment
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The single window is an integrated platform that uses DLT and non-distributed ledger
technologies, in a tech development ecosystem. This ecosystem includes technological
infrastructure and protocols that enable simultaneous access by multiple government
entities, as well as validation of trading data and required record updates, thus promoting
high levels of compliance with applicable regulations and the payment of border taxes, while
creating an efficient trade environment. We are not concerned here with a detailed
breakdown of the underlying technologies. The point is that where a government department
or entity undertakes a digital innovation or digital transformation exercise, it is either (i) highly
likely that digital advancement is taking place in other parts of the same ecosystem; or (ii) it
is necessary that the relevant government department or agency should constantly be
studying and reviewing the digital transformation signals and trends in its domain of
operation, in order to leverage the opportunities available for its own transformation to
greater efficiency and greater openness. In this case, the signals and trends indicate that

22



International Dialogue on Strengthening Open Digital Governance in South Africa:
Report on the International Experience in Open Digital Governance

platform-based government is desirable in some spheres of governmental operation.
Furthermore, platform-based government offers opportunities for open governance because
there is such a vast amount of data that can be shared for the benefit of citizens in general,
and in this case for SMYW traders in particular. Furthermore, platforms enable information-
sharing in both directions, from government to citizen and from citizen to government.

9.4. Digital Skills and Capabilities Relevant to Platform-based Governance

In the case of the China single window for international trade facilitation, this mega
undertaking required new skills and new mindsets, much of this acquired during the course
of the project. In particular, skills and capabilities are required for technical engineering of
the platform including DLT and Al applications design, as well as for understanding the
operation of the new business models, content development and data analytics, and for the
appropriate design of policy, law and regulation, as well as compliance with laws and
regulations. Introducing digital platforms for more effective public service delivery, enhanced
by open governance, requires public service administrators to focus on intentional skills
building exercises, in collaboration with the line departments, whether this relates to the
specific case of customs modernisation, or to the more general need to build platform-based
open governance.

The DPSA is concerned with building public service skills, noting also its promotion of these
efforts through the National School of Government. Similarly, the GITOC is concerned with
having access to high quality digital skills for building digital government. Furthermore, the
Department of Communications and Digital Technologies (DCDT) is concerned with building
digital skills for the country, including the public service, as set out in the National Digital and
Future Skills Strategy adopted by Cabinet in 2020. Such skills and capabilities can best be
built during the course of work on a particular large or mega-project, because there is a real
requirement to learn new skills and to adopt new mindsets. These departments and
government entities can learn from observing the customs modernisation platform
environment at SARS, while also learning from other country case studies, such as the
China single window case.

9.5. Policy and Regulation for Open Digital Trade Governance

Government agencies and traders (importers and exporters) need to interact with each other
to facilitate compliance with trade regulations and to ensure the payment of applicable
customs duties and fees. Laws and regulations must be developed for the implementation of
the platform, clarifying which of the many agencies will be the lead agency and setting out
the regulatory environment for open governance. The following statement is important in this
regard (Jiang, Zhang & Jin, 2021, p. 140):

The [five-year] plans are conducive to creating a benign and open e-commerce
environment. The plans propose to optimize the governance environment of e-commerce,
emphasizing the need to strengthen the construction of e-commerce information
infrastructure, and to implement effective supervision based on internet technology
regulations and law. The development of e-commerce needs to reinforce industry
guidance and create a healthy and open environment. The development of e-commerce
also needs to abide by the basic principles of equal emphasis on competition and co-
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ordination, adhere to the promotion of fair market competition and open development,
prevent and suppress monopolistic and vicious competition, and establish an open, fair
and honest market order through supervision. (Our additions in brackets and our
emphasis.)

Regulatory issues that are prominent when focusing on platform-based government, noting
again that platforms are particularly enabling of open governance, include personal data
protection, because there will be huge volumes of personal data, and cybersecurity
regulation, because there is significant risk of cyber-attack. Furthermore, in the trade
environment specifically, where financial regulations and regulatory compliance need
attention, regulatory technologies (regtech) and supervisory technologies (suptech) can be
introduced to effectively reduce e-commerce and financial risk. In the case of cross-border
trade and e-commerce, new fintech solutions are being used, giving even more reason to
use automated and standardised regulatory approaches enabled by technology, since the
guantity of data is too vast for humans to manage. While this applies in the cross-border e-
commerce and trade environment, it is relevant in all platform-based environments.

9.6. Practical Ideas for South Africa

The DPSA will need to (i) consider the opportunities for platform-based government in the
public service in line with its mandate to focus on the administration and organisation of the
civil service; and (ii) shift from a purely generic approach to the administration and
organisation of the civil service to an approach that understands the particular dynamics of
the particular segments of the civil service. This is made as a practical suggestion because
the need to strengthen ODG requires the DPSA, the CPSI and the GITOC to look for the
specific opportunities where such openness and such governance can benefit South
Africans and the South African economy.

10. Case 3: Digital Bilingualism and 21st Century Skills — Malaysia Smart
Schools

10.1. Rationale

Open digital governance requires young citizens to have the skills and capacities to engage
with government, in relation to politics and elections, policy and development practice, health
and employment, and general public service advancement. In the 21st century, open
governance requires a combination of digital skills and 21st century skills, often referred to
as digital bilingualism. In this respect, it is necessary to give attention to the transition to and
operation of smart schools, in which teachers and learners prepare each other for work and
life in a digitally enabled society. Twentieth century education systems are highly
bureaucratised to the extent that many, including in South Africa, do not encourage
openness, collaboration and innovation. These systemic weaknesses mean that teachers
follow a rubric set by administrators and learners follow a rubric set by teachers and
administrators, limiting knowledge-sharing to a narrowly defined curriculum with an
emphasis on minimum requirements, rather than opening up knowledge-sharing for
effectively operating in the world of work and in life. Furthermore, there is limited actual
teaching and learning with dynamic or interactive software applications.
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10.2. Insights for South African Open Digital Governance
The overarching insights relevant to the South African public service are the following.

A strong 21st century mission orientation: In the case of Malaysia, the mission has been
enduring for 25 years. When engaged in a mission, such as the transformation of a major
embedded system, in this case, studying an education system, then every moment, every
day, every week, every year is precious and novel approaches must be consistently
introduced and nurtured in order to achieve success. In cases where a purely or mainly
technological approach is taken, unmatched by human creativity and human ingenuity, then
system change will be slow, costly, inefficient and unattractive to the participants. System
change is as much about institutional culture change as it is about technological change. In
relation to this case study, the dialogue can reflect on the techno—human impetus of change.

The 21st century mission orientation must be matched by an equally strong future
orientation, in the sense that the goals and objectives are achieved. In the case of Malaysia,
the mission is to build a 21st century workforce with strong innovation-based capacity. In the
case of ODG in South Africa, this relates to the importance of enabling future generations of
young South Africans to participate effectively in political, social, economic and institutional
governance.

10.3. Smart School Innovations and Technologies

The early stages of the development of Malaysian smart schools (in the early 2000s) saw
the use of TV, VCRs and radio to access educational content (El-Halawany & Huwail, 2008).
This is important because it introduces the importance of frugal innovation in a social
context. Since a major focus of public services is precisely those social contexts that are
poorly resourced, the introduction of relatively low-cost media for educational content is a
breakthrough in thinking about education. Furthermore, it would be necessary to interpret
educational content more broadly than curriculum content, or textbook-related content. This
is the mindset shift that Malaysia made when introducing such practical technologies in
schools.

In their analysis of Malaysian smart schools, El-Halawany and Huwail (2008, p. 122) state
that “ICT in education has become tools and enablers to make learning more interesting,
motivating, stimulating and meaningful to students”. We can add an important dimension to
this, namely, the availability of dynamic software applications, for example, Excel,
Geometer’s Sketchpad and GeoGebra for mathematics teaching and learning. These visual
tools enable the learner to observe the dynamic nature of change in variables, equations,
graphs and shapes (amongst others) and therefore to understand the nature of mathematics
and engage with mathematics as something useful in the real world, in their world.

Equally important is the range of dynamic software available for language learning, meaning
that learners can learn the required South African languages, including those that are not

their home language, with greater speed and success than when always requiring a teacher
to be present. These examples of dynamic maths software and language learning software,
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and the availability of software for many other subjects, points to the opportunity for
introducing digital bilingualism at an early age, in other words, whatever the specific task is
eg. language learning, learners can also learn about the digital tools and approaches that
enable such language learning. The learner learns the language and acquires knowledge of
the digital tools required to continue learning and improving.

10.4. Smart School Pedagogy, Digital Skills and Capabilities

Puentedura (2006) observes that the levels of integration of digital technologies into
educational process and practice can be viewed at four levels, namely simple substitution of
the textbook; augmentation of the learning process; modification of teaching, learning and
assessment; and redefinition including learning in new ways, as below:

Figure 10.1 SAMR model relevant to digital innovation in schools

[ Powerschool

REDEFINITION

Technology allows for the creation of
new tasks, previously inconceivable

MODIFICATION

Technology allows for significant task redesign

NOILVIWYO4SNVYL

AUGMENTATION

Technology acts as a direct substitute, with functional
improvement

SUBSTITUTION

Technology acts as a direct substitute, with no functional change

AINIWIONVHN3I

Image Modified from Original by Lefflerd’s on Wikimedia Commons

Source: PowerSchool (no date)

The SAMR model shows that teaching and learning can and should operate at all four levels,
and should not operate only at the level of substitution. Trends in digitally-enabled education
show another key requirement, namely to give attention to skills that complement digital
skills, expressed as 21st century skills (Van Laar et al., 2017). These include seven core
skills (technical, information management, communication, collaboration, creativity, critical
thinking and problem solving) and five contextual skills (ethical awareness, cultural
awareness, flexibility, self-direction and lifelong learning). In the case of Malaysia, they
reinterpreted this as “technology and media literacy ... learning and innovation skills ... life
and career skills” (KPM, no date, slide 14).
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Malaysia and South Africa have adopted the paradigm of 21st century skills. Malaysia
argues that “[w]e are examining our education system to create a curriculum where people
learn how to learn so they can continue their education throughout the rest of their lives. The
measure of success in 2020 will be the number and quality of people who can add value to
information” (KPM, no date, citing Mohamad, 1996). This statement reflects on the
importance of pedagogical thinking, the how to learn, rather than simply the what to learn. In
other words, technologies must enable the how, not only the what. The Malaysian smart
schools project was founded on an understanding of digital pedagogy that saw the need for
“different skills” for a “different economy”, acquired through “different learning”. Figure 10.2
below illustrates the redesign of schools, with multiple inputs, with digital infrastructure as an
enabler, but not the only focus. Of these inputs, one of the most important is the training in
smart school applications. It is the applications that enable change. It is also the applications
that will create opportunities for ODG in schools, where teachers, parents and learners can
become “communities of education” through the use of online parent—teacher engagements
(reinventing the old meeting), school blogs and other media for open dialogue.

Figure 10.2 The importance of applications and school redesign
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10.5. Smart School Policy and Regulatory Issues

The move to digitally enabled teaching and learning raises the same risks and concerns as
in other areas of digital adoption, namely the protection of personal data and cybersecurity
risks. In the case of schools, it also raises risks of exposure to harmful content and
cyberbullying. While all these issues can be addressed at the level of the education
department, it is possible to put a set of model guidelines in place for the civil service, which
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the education department can build on with respect to education, and that other departments
can build on with respect to their mandates.

More importantly, the way to manage the protection of personal data and cybersecurity is not
to avoid going digital; instead, it is to manage going digital through effective policy innovation
and regulation. The European Union GDPR seeks to encourage digitalisation in its domain
and introduces regulation in order to make digitalisation possible and sustainable. Similarly,
the Protection of Personal Information Act (POPIA) of South Africa is aimed at protecting
those who engage in the digital economy.

10.6. Practical Ideas for South Africa

The DPSA and the CPSI can partner with departments to consider opportunities for ODG, on
the understanding that ODG can only evolve if there is digital innovation in public services.
For example, if you are not creating smart schools, you cannot create ODG, as there would
be no digital medium available for learner and parent interaction with teachers and with
school management. Imagine a basic education system in which parents can communicate
online with education district authorities, such as maths subject advisors. That would require
a very different mindset and a different set of relationships amongst the stakeholders, with a
shift to seeing learners and parents as the major stakeholders in ODG, not as the recipients
of education. Furthermore, such culture change is very long-term and multi-generational.
Intensifying the work on public service innovation in education and the related requirements
for ODG can benefit successive generations even more than the current generation, but that
means we must start now.

11. Case 4: Building Software (Applications, Platforms, Services) for
Open Digital Governance — Relationships with Tech Hubs and Maker
Spaces

11.1. Rationale

Open digital governance requires a sizeable and continually evolving tech ecosystem which
uses the innovative capabilities of developers and programmers, and of tech start-ups and
new tech entrepreneurs, in addition to the resources and capabilities of the more
conventional hi-tech firms. We highlight three reasons why this is a requirement: (i)
technopreneurs are mostly young and have powerful ideas about the future that they wish to
co-create; (ii) technopreneurs are keen to produce open source software because they are
continually creating new applications; and (iii) technopreneurs are often in a position to offer
frugal innovation approaches, which is not common with conventional hi-tech firms.
Budgeting for applications for ODG will take place in the context of major financial
constraints since the public sector already spends over R30 billon per annum on ICT-related
goods and services. Incorporating technopreneurs, their tech start-ups and tech hubs in the
design and delivery of ODG is therefore important for managing the risk of weaknesses in
the tech development ecosystem.
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11.2. Insights from African Tech Hubs for Open Digital Governance

The overarching insights relevant to the South African public service arising from this African
tech hubs case study are the following.

Taking a digital-first approach: Tech hubs and maker spaces are at the forefront of digital
innovation on our continent and in South Africa, and they offer the opportunity for a digital-
first approach to fostering ODG. In other words, when seeking an approach to advancing
governance, it is generally useful to consider whether a digital solution would be appropriate.
In particular, a digital-first approach to governance would require attention to open data
models (open to developers) and the related matters of personal data protection.

Digital skills and human capability: Tech hubs and maker spaces offer a pool of digital skills
and entrepreneurial capability that are well suited to the kind of open social innovation
required in the sphere of public service governance.

Future orientation: Tech hubs and maker spaces have a strong future, problem-solving
orientation and a forward-looking culture and practice, which would be beneficial to
government efforts to foster and strengthen ODG.

11.3. Digital Technologies and Innovation Spaces

In 2019/2020, more than 643 active tech hubs in Africa were hosting more than 4,265 tech
start-ups, with investment of USD453,7 million (see Figure 11.1 and Figure 11.2 below).
Some of the hubs are collaborative working spaces (where technopreneurs and small tech-
enabled businesses gather and share space and knowledge), some are incubators
(designed to foster tech start-ups), some are accelerators (designed to enable tech start-ups
to move from being fledgling businesses to sustainable operations), and some are
innovation hubs (designed to aggregate digital and related innovation capacity). Many tech
hubs include maker spaces, also referred to as FabLabs (fabrication laboratories) or
TechShops, where small and micro-scale digitally-enabled manufacturing takes place, using
technologies such as 3D-printers and liquid 3D-printers, computer-aided design (CAD)
software, computer numeric control (CNC) laser-cutters, and other digital technologies that
create a physical artefact or product for sale (Kraemer-Mbula & Armstrong, 2017, pp. 5-6).
In some cases, maker spaces are standalone innovation spaces. A few tech hubs
incorporate all of the above forms of innovation space.

In South Africa, in 2019/2020, more than 78 tech hubs were hosting more than 700 start-ups
with investment of approximately USD241 million, more than half the total investment for the
26 countries mapped in the Briter Bridges (2022b) report. Data from this report and from
other research (Abrahams, 2021; Adesida et al., 2021) indicates that South Africa has a
relatively large and maturing tech hub ecosystem with which all spheres of government can
engage. In the past 15 years, tech hubs have emerged as a common phenomenon in a large
number of countries globally, meeting the demand for hi-tech innovation for corporate
clients, as well as quality low-cost innovation for social services. An example of the latter is
the Pelebox smartlocker designed by Technovera, which is located at the Tshimologong
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Digital Innovation Precinct in Johannesburg (see https://www.pelebox.com/locker.html). The
Internet-based smart locker design enables patients to collect repeats of their chronic
medication in under two minutes, avoiding queues.

With respect to emerging technologies and their beneficial use, Nigeria offers a number of
powerful examples. Adesida et al. (2021) reference various reports and publications that
provide data that Nigeria is a major tech hub and tech start-up environment. In 2021, start-
ups from the ed-tech and e-health sectors participated in the Nigeria—UK Tech Hub iNOVO
accelerator programme, promoting digital solutions relevant to communities during the
COVID-19 pandemic, and with value beyond the pandemic (Jackson, 2021). With regard to
social services, the ed-tech companies are_ Afrilearn (curriculum-relevant video lessons
combined with gamified exam practice), DigiLearns (an Al-based mobile adaptive learning
tool that operates via SMS or USSD and offers ease of access); and_Schoola (multilingual,
gamified learning solution that uses Al for content generation). The e-health start-ups are
Gleeworld Pharmacy (a telepharmacy and medication delivery platform), Pharmaserv Health
Project (a platform that enables healthcare providers to procure essential medicines
efficiently), and_Wellvis (which provides telemedicine consultations on a pay-as-need basis)
(see https://disrupt-africa.com/2021/03/08/10-nigerian-tech-startups-selected-for-inovo-
accelerator/). These are just a few examples of socially-oriented innovation in a sustainable
and growing tech hub ecosystem.
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Figure 11.1: 643 African tech hubs
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The map below, Figure 11.2, shows the levels of funding to African tech hubs today,
illustrating significant opportunities to increase the size of funding and revenue into this
landscape, in ways that produce innovative services. With regard to the subject of this SA—
EU dialogue, such services can also include applications, platforms and other solutions to
strengthen ODG.
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Figure 11.2 Funding levels and insights into the African tech hub ecosystem
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African tech hubs, and tech hubs more widely, have demonstrated frugality at two levels: (i)
in relation to the relatively low costs associated with the design of the innovation spaces,
enabling them to keep the costs of use low for the technopreneur community; and (ii) tech
hub community members often provide their services at a lower cost to clients than does the
corporate sector. While clients should always be required to pay fair prices for services at
tech hubs, the main challenge of tech hubs and their hosted start-ups today is that they need
more clients. Government and society can benefit significantly from being clients to tech
hubs, recognising their value and pushing forward the demand and supply relationship, to
mutual benefit.
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While South Africa ranks highest on the overall index for African tech ecosystems of the
future (Briter Bridges, 2022b, p. 33), it can learn from Morocco with respect to tech hub
connectivity; from Cairo, Egypt with respect to foreign direct investment (FDI) strategy; from
Tunisia and Namibia with respect to cost-effectiveness (including frugality); from Kenya,
Ghana and Tunisia with respect to human capital and lifestyle; and from Nigeria, Kenya and
Egypt with respect to start-up status; amongst others.

Governments can connect into this tech hub ecosystem (at country level and at continental
level) in order to make their particular problems, challenges and requirements top of mind,
and to focus the innovation potential of tech hubs and their hosted start-ups on applications
relevant to ODG. Since digital technologies, particularly Al-enabled solutions, are suitable for
collecting extensive data, they lend themselves well to designing applications that enable
users to contribute to successive versions of these applications, with continual improvement.
Connecting into the tech hub ecosystem requires the client organisation to design open data
approaches, even if this means partially open data models, with the data being open to the
developers. This is necessary for designing and building applications or platforms with data
analytics capabilities, including health analytics, trade analytics, modelling and other data
science capabilities. It is important to note that cybersecurity and personal data protection
matters are important in relation to any of these innovations and ventures where there is a
risk to humans greater than what they would ordinarily experience. Hence, specific
cybersecurity and data protection measures, such as data anonymisation, must be
incorporated into open data models, applications, platform and services design.

11.4. Digital Skills and Capabilities

One of the main value propositions of African tech hubs is their ability to harness the skills of
technopreneurs in ways that increase the size of the pool of human resources with respect
to digital skills and to aggregate the capabilities at easy-to-reach innovation spaces. They
provide an environment in which clients for digital innovation can find a match between skills,
technologies, digital innovation and entrepreneurial capabilities, on the one hand, and their
particular problem or need for solutions, on the other hand. They represent a sizeable talent
pool for African countries, relevant to creating their own start-ups, but more importantly,
relevant to making a significant contribution to digital innovation for social and economic
impact. The significant value of tech hubs is that they provide powerful spaces for knowledge
sharing and collaborative innovation (Abrahams, 2021), meaning that technopreneurs and
developers team up to achieve the goals set by clients.

11.5. Policy and Regulatory Issues Relevant to Tech Hubs and Tech Start-ups

The digital innovation space can be supported by policies, such as the Digital Economy
Blueprint: Powering Kenya’s Transformation (Republic of Kenya, 2019); the National Digital
Economy Policy and Strategy 2020—2030: For a Digital Nigeria (Federal Ministry of
Communications and Digital Economy, 2019); and the National Digital and Future Skills
Strategy: Originality, Agility, Critical Thinking and Problem-Solving for Digital Inclusion
(Republic of South Africa, 2020). These policies provide the context in which tech hubs are
understood to have transformative agency. However, greater attention must be given to
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other components of the policy and regulatory environment by government and by regulatory
entities, including attention to (i) measures to support tech hubs and their hosted start-ups in
respect of compliance with legislation and regulation, such as that for personal data
protection, tax compliance and other legal requirements; and (ii) of particular importance to
the DPSA, actions to amend the National Treasury Regulations in order to do business with
tech hubs and/or their hosted start-ups. While private and commercial firms operate within
their own guidelines with respect to doing business with tech hubs or tech start-ups, National
Treasury Regulations would, for example, require a tech start-up to have a Central Supplier
Database (CSD) number and report in order to do business. This requirement could be
amended to require the government department entering into a client relationship with a tech
hub or tech start-up to assist the entity in getting registered, providing the relevant
information and facilitation. Compliance and facilitation are equally important to creating the
foundations for greater engagement between government bodies and tech hubs or tech
start-ups. In other words, compliance can be fostered, rather than the absence of a particular
document or documents being used to exclude patrticipation or engagement. While this
particular point is not exclusive to ODG, it is an important component of the ecosystem that
would drive a shift to ODG.

11.6. Practical Ideas for South Africa

South Africa has more than 700 tech start-ups, located at more than 60 tech hubs and other
spaces, and it has 153 Thusong Service Centres across its nine provinces
(https://www.qov.za/about-government/contact-directory/thusong). The tech hubs offer
distinct types of opportunities, different from the services orientation of Thusong Service
Centres. Nevertheless, their different approaches present the opportunity for some level of
pairing. For example, the Genesis YES tech hub
(https://www.facebook.com/GenesisYouthHub/) in Louwville, Vredenburg, the Hopefield
(satellite) Thusong Centre and the Langebaan Thusong Service Centre are in relatively
close proximity to each other, less than 30km apart. Here lie opportunities for developers,
technopreneurs, start-ups and tech hubs to provide open governance applications to citizens
through these centres.

12. Insights for South Africa

The review of a few global trends in ODG and the international case studies presented offer
a wide range of insights for South Africa, including but not limited to the five overarching
insights presented in the introduction and in Figure 7.1.

From the perspective of being mission-driven and positioning institutions for public service
innovation and ODG, it is apparent that digital government needs to take centre stage in
policy and institutional configurations if the ambitions for ODG are to become a reality.

Digital government should be embedded and mainstreamed in policies and strategies across
the sectors and spheres of government, creating the foundation to achieve public service
innovation and ODG. For instance, ODG could be integrated into the Socio-economic Impact
Assessment System (SEIAS) used in South Africa as a criterion to assess the value of new
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policy proposals, strategies and governmental programmes. In this way, ODG can become
embedded in the practice of policy, strategy and programme development by government.

Furthermore, sustained and effective leadership is required to promote public service
innovation and ODG across government. In particular, from the perspective of transforming
to data-driven public services, the curation of data and the governance thereof must become
a policy priority, through the creation of fit-for-purpose data governance frameworks that
promote investment in data generation, standards, tools, infrastructures and capabilities.
Such a leadership approach can harness the power of data for developmental purposes.
From the perspective of fostering the required human capability for ODG, South Africa needs
to accelerate its Implementation Programme for the National Digital and Future Skills
Strategy. The focus here is on advancing digital and 21st century skills and capabilities in
government side by side with capabilities in schools, communities and society at large so
that ODG can take effect. From the perspective of an enabling legislative and regulatory
environment, it is necessary to speed up the formulation and adoption of regulation fit for the
digital society, including privacy protection, data protection and cybersecurity measures.
From the perspective of a future orientation to ODG, it is necessary to anticipate the
disruptive implications of general-purpose technologies, notably Al and Big Data. The whole
of government, in particular the DPSA and the GITOC, must play a leading role in
transitioning to ODG with an eye to benefits for economic growth and democracy, while
simultaneously understanding and addressing the associated risks.
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